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1. LIBERACOES FIREWALL

Para o correto funcionamento do Urmobo MDM é necessario realizar algumas liberagdes no seu

firewall interno, estas liberagdes sdo necessarias para que o Urmobo consiga se comunicar com

os servidores necessarios para o funcionamento do MDM. Segue lista de liberagéao:

e Urmobo:

©)

©)

*.urmobo.com.br (TCP 443 e 80)
https://arquivosmdm.blob.core.windows.net (TCP 443 e 80)

e Acesso Remoto

o
e NTP
¢

(@]

*.cobrowse.io (TCP/UDP 443 e 80)

time.google.com (TCP,UDP 123)
time.android.com (TCP,UDP 123)

e Google:

o

o

(0]

1e100.net (TCP 443 e 80)

accounts.google.com (TCP 443)

accounts.google.com.br (TCP 443)

android.com (TCP 443 e TCP,UDP/5228-5230)
android.clients.google.com (TCP 443 e TCP,UDP/5228-5230)
android.apis.google.com (TCP 443, 5228, 5229, e 5230)
connectivitycheck.android.com (TCP 443)

*.ggpht.com (TCP 443 e TCP,UDP/5228-5230)
*.googleapis.com (TCP 443 e TCP,UDP/5228-5230)
*.google.com (TCP 443 e TCP,UDP/5228-5230)
google-analytics.com (TCP 443 e TCP,UDP/5228-5230)
googleusercontent.com (TCP 443 e TCP,UDP/5228-5230)
Google DNS1: 8.8.8.8/32 (TCP 853 e 53)

Google DNS2: 8.8.4.4/32 (TCP 853 e 53)

*.gvt1.com (TCP 443 e TCP,UDP/5228-5230)

* gvt2.com (TCP 443 e TCP,UDP/5228-5230)

*.gvt3.com (TCP 443 e TCP,UDP/5228-5230)

* gstatic.com (TCP 443 e TCP,UDP/5228-5230)
omahaproxy.appspot.com (TCP 443)
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pki.google.com (TCP 443)

play.google.com (TCP 443 e TCP,UDP/5228-5230)
*.play.googleapis.com (TCP 443)
*.deploy.static.akamaitechnologies.com (TCP 443)
*.googlezip.net (TCP 443)

e Samsung (Somente para versdao Knox)

(@]

o

* amazonaws.com (TCP 443 e 80)
*.cloudapp.net (TCP 443 e 80)
*.centrify.com (TCP 443 e 80)
mscrl.microsoft.com (TCP 443 e 80)
* samsung.com (TCP 443 e 80)

* samsungknox.com (TCP 443 e 80)
*.sech2b.com (TCP 443 e 80)
*.sech2b.com.cn (TCP 443 e 80)
www.public-trust.com (TCP 443 e 80)

Para mais informacgdes: https://support.samsungknox.com/hc/en-

us/articles/115013575167-Our-corporate-devices-are-behind-a-firewall-How-do-I-allow-

Knox-services-to-contact-Samsung-servers-
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